I l\’CHANGING AND BUILDING A
CYBER AWARENESS CULTURE

BOROL. |

Cyber security awareness program’s are not really
about “awareness.” ;g

A atera Ahacker attacks an
data breach in the internet-connected
United States computer In the
United Stat
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HOW MUCH DOWN TIME?

%
ARRY
Modern Attacks with Ransomware DFSUmSbyTtisatives

B 43 Days
All Threats (i

T IV UL BT T D
Riskware

« The average dwell time for confirmed non-riskware persistent
threats? in mid ket org; i is 798 days—far in excess
of the reported times in other industry threat reports.

Some of the longest dwelling infections (of 5 to 10 years) are of
known families of malware that many EPP vendors identify as
“severe” threats.

Incidents involving modern threats like Emotet and Trickbot
have much shorter dwell times, averaging 43 days from initial
infection to remediation, but mastly because ransomware is
also involved.
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CYBER-ATTACKS
HRUE COST TEXAS

5277 MILLION

DUER THE PAST
2 YEARS.
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\’ CSIS LIST OF SIGNIFICANT CYBER INCIDENTS
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\, RANSOMWARE ATTACK HITS 22 COMMUNITIES IN  ¢¥2¥4
TEXAS — AUGUST 16, 2019 L\

Multiple entities in Texas reported a ransomware attack. Entities included governmental “Appy!
agencies and at least one critical infrastructure SCADA system and two military bases.

Region 1—Collin County: City of Lavon Police Department, Dallas County: City of Cockrell Hill PD, City of
Wilmer; Ellis County: City of Palmer; Kaufman County: City of: Kanhnan PD; Johnson County: City of Keene;
City of Venus Police Department; Hopkins County:
Lamar County Sheriff's Office; City of Reno Police Depanment, Cook: Colmm Gal
County: Benham PD; { ’s Of

n:No
San Angelo: Regan Cou

Lubbock County EM(

NATIONAL ASSOCIATION OF CORPORATE DIRECTORS

: Cyber-Risk Oversight Handbook's five key principles:

1. Directors need to und 1 and app h cyb urity as an
wide risk management issue, not just an IT Issue

iould have adequate access

discussions about cyber-riskimanag | t 8]

eeting ¢
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1 NATIONAL ASSOCIATION OF CORPORATE DIRECTORS

Cyber-Risk Oversight Handbook’s five key principles:

4, Directors should set the expectation that management will establish an.
ide cyber-risk fi k with adequ |
staffing and budget

N STARTS AT THE TOP oo

() Choose the right Cyber Champlon!




ORGANIZATION STRUCTURE REFLECTS EMPHASIS
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\/Recognile throwing money at
technology does not keep attackers
out or breaches from happening

all |
mmunity
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1. Empower USERS by creating a culture of
cybersecurity awareness

2. Ensure USERS understand the value of the )01

information USERS interact with on a

daily basis

3. Give USERS the knowledge and tools to

dg understanc 1mon Securi

lecistons when it comes {0 prot 1 RICTIGHENIGHE
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TRAIN USERS TO BE CYBER-SMART
HOME, WORK & TRAVEL

The “Normal” IT Defenders Approach to Threats cYB&

Poor risk analysis leads lo mis-ranked, whack-a-mole’, defenses &‘ &

ST s
I “Like bubbles in a glass of champagne"” I | "E:"’Yig;':”';" is "e.'o'""gf:‘{g"".’{i"" |

Biggest Initial Breach Root Causes for Most Companies
CIBER

+ Social Engineering s’e B
":10“’

+ Unpatched Software

Preventative Controls

» Technical

* Training
LSS RS S8 SRS S X




UTSIDE THREA
PROTECTION

CYBER WARRIORS

Per

-ritical Asset.

YOU are not 2%

an Island “gq

1\’ EMAILVOLUME We cannot stop
We get A LOT of emails! everything

Month-Year | Total Inbound
Email

Rejoctions  [Legitinbound |% Rejections | Total Outbound
(includes Email Email Em:
viruses &

149,103 358 % 113,729

37.32 % 78,628
4253 % 93,156
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NBEA
PHISHING CAMPAIGN AND “RULES OF
ENGAGEMENT” N4

1. Monthly Phishing Campaigns, occasionally more, be ready - At least
one Phishing email per campaign (could be more...) 3

l\: PHISHING CAMPAIGN AND “RULES OF 0"" &
ENGAGEMENT” @

* All Clickers have 2 weeks to complete assigned training

*+ Not taking or passing the required training within 2 weeks
* User, Manager, and CIO are notified network access is disabled until :
through Helpdesk to complete the training at th n

OYBES
PHISH ALERT BUTTON (PAB) AND SECOND CHANCE

PAB
| * Report suspicious emails @
O 3
Pro-active role in controlling the volume of malicious emails

Provides IT with early warning
*+ Helps YOU become interactive with YOUR C;

7 In
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PHISHING CAMPAIGNS 2
¥ ARR
5D  From: BREAKING NEWS
N Err?oll domain is spoofing a 'g"‘" Nl":);v:.lusl::m?:'u't‘:: 5".2’.'1'"'
well-known organization. - -

S ST AN |

Breaking News
Shocking Content to entice you
to dlick link or open attachment.
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HOW ARE WE DOING?

City of Bryan 20 Month PP%
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A LITTLE FRIENDLY COMPETITION
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l\:’ CYBRA
CITY OF BRYAN 4
CHANGING OUR “RHYTHM”  perrormance evaLuaTion Form &
(For Non-Supervisory Employees) RRY
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l CYBER SECURITY AWARENESS TRAINING POLICY  c¥B¥

REMEDIAL ACTION FOR CYBER SECURITY DEFICIENCIES @
ARRY
By design, the internal phishing campaign emails mimic real world phishing
attempts.  Employees with high ‘click rates” and higher Phish Prone

P tend to a g | lack of | di and/or
willingness to comply with the Cyber Security Awareness Program. As
these actions place the City and its network at an elevated cybei -
instances, the City will use a progressive discipl he
obligated i a c ve

\, CYBER SECURITY AWARENESS TRAINING POLICY  ¢1Bg%

o) REMEDIAL ACTION FOR CYBER SECURITY DEFICIENCIES 2,
ARRV
O Depending on the circ of each individual case, disciplinary action maykk
| & O consist of one or more of the following: 1) Oral warning; 2) Letter of counseling;
O 3) Written repril d; 4) Probation; 5) Suspension without pay; 6) Demotion; 7)
Termination
The following table provid lelines and an

action might be imposed due to non-compliance

)y the ¢
jers may u v n the parameter:

irameters, (if appropriate d coordinates

Resaurces, based oncircumstances af fhe stuation
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Click" Count z Resulting Level of Remedial Action
First Failure Mandalory completion of selecled course(s) by the Information Technology (IT)
Depariment

REMEDIAL ACTION FOR CYBER | with Supe on the of Cyber Security
SECURITY DEFICIENCIES Awareness

- Appropriate level of discipline, if applicable, working with Human Resources

(HR)

Second Failure Mandatory completion of selected course(s) by the IT Depariment
Notice to the appropriate Executive Ditector (ED)

Appropriate level of discipline, if applicable, working with HR

A Performance Improvement Plan (PIP) may be initiated

“Does Not Meel" expectations in the Cyber Security Awareness category in the
appropriate annual performance review period

Third Failure Mandatoty complelion of selected caurse(s) by the IT Depariment
- Noice to the apprapriate ED

- Appiopiiate level of discipline, if applicable, working with HR
- Initiate PIP or follow up or addition fo existing PIP

10/1/2019

g Resvlfing Level of Remedial Action a 4
Fourth Failure Mandatory completion of selected course(s) by the ITDepartment

- Notice fo the appropiiate ED
REMEDIAL ACTION FOR CYBER

- Appropriate level of discipline, working with HR
SECURITY DEFICIENCIES

Follow up or addition lo PIP (depending on timeframe and language of original
PIP)

Discuss or review fransfer options fo a position not requiring cybersecurity
proficiency and awareness (if a position is available)

- Administrative and technical control options discussed and/or implemented

Fifth Failure Mandaory completion of selected course(s) by the IT Department
- Formal review of employment with the Human Resources Director and ED
- Appropriate level of discipline, working with HR

Discuss or review transfer options fo a position not requiring cybersecurity

proficiency and awareness (if a position is available)

Restricted network access may be implemented

Sixth Failure Formal review of employment with the Human Resources Director and appropiiale
Executive Director and Cily Manager

- Disconnedtion from the City network may be implemented
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MESSAGING
: )
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KEEPING IT AT THE FOREFRONT
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CYBER
Any Questions for us? Just email:

Bernie Acre, CIO: bacre@bryantz.gov 5
QUESTIONS? 9@ Scott Smith, CISO: smsmith@bryantx.gov N

DONT USE OUR
HUMAN'’S NAME,
TS TOO OBVIOUS

\"’ RESOURCES

Conter for ion Security (CIS) hifps:
IS 20 Criical Controls: hitps://www.cisecurity.ora/controls/
Benchmarks: Secure Configurations for 140+ Operating Systems and software
Images: hitps./ isecurd i /
h 1/

as

[ ite/ (Free
Free Tools and Resources
CIS-CAT Pro — Vulnarability & Benchmark scanning tool
MS-ISAC: htips./ /s /ms-isac/ (Free b
24/7 Security Operation Center
Incident Res) Services

\" RESOURCES

O DHS Free Services: neo.//umuscangosi i1 /Fles e34p /s /SUTT Hond: On Suppertodt
Cyberseaurity Assesuments
Q Cyber ResTence Review
External Dependendies Moragement Assersment
Cyber Hc!:”‘mma”swvey
sessment
Rirk and Vulnerat Asgessment

Voiidated Architechure De:z‘gde- (VADR)
S
PR
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\" RESOURCES

NIST Cyb ity F k: hitps. //www.nist.
O Risk Based
O Flexible
Profiles — Measure improvement over fime
Idaho National Labs — Free ICS Tralning
hitps:/ /ics-cartuscart.gov/Training -Available-Through-ICS-CERT
Need to pay your way there
Resources —

\ RESOURCES

Nu!lcnul Associaon of Corporate Directos (NACD) Cyber-Risk Oversight —Directors Handbook Seres ARRY

Nuvlon ISTR (Infernet Security Threat Report; Volume 24, February 2019 — hitps. //www.symanteccom /security-
center/thraat-re;

Ponemon Insfitute nnd 1BM — 2016 Cost of Data Breach Study: Global Analysis, p. 2.

titna ffwwed o {hs bracty

Limor Kessem — 0|6 Cybercrime Reloaded: Our Predictions for the Year Ahead,” Jan. 1

it //s=curity
Verizon - 2016
-

Eye Ir

ioldman

&
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RESOURCES @)
%
o SANS Security A Tip of The Day - hitps://ww. tip-of-the-day RRY)
LY Digital Alack Map - www.digitalatiackmap.
Texas Cyber Attacks - hiips-// [oyber-atiadk-taxas
O MITRE ATT&CK - hitps://atiackmitre.org/
CS1S (Conterfor Shategic & Instnallond! Studies) - biips//wwwisorg

DHS Stop.Think.Connect.™ Public a s Sl
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